
Bellingcat’s Digital Toolkit 
Open Source Verification and Investigation Tools and Methods

Welcome to Bellingcat’s openly and freely available digital list of tools and methods we use for verification and open source research.
You can follow our work on our website, Twitter and Facebook. Feel free to suggest tools not yet listed here! This is version 3.3
(March 26, 2018).

A condensed
version of the digital toolkit accessible for anyone with an internet connection, made by H I Sutton, Aliaume Leroy, and Tony Roper.
Download here in higher resolution.

The list includes satellite and mapping services, tools for verifying photos and videos, websites to archive hyperlinks, and much more.
The list is long, and may seem daunting. There are guides at the end of the document, highlighting the methods and use of these tools
in further detail. We also provide tailored digital forensics workshops.

Currently, I’m trying to find a better way to thematically structure this list and I’m working on a more extensive guide with simple case-
studies to the tools we use most. This will be an openly available and digital guide in English and hopefully Arabic too. I will share a link
here once it is published. Feel free to contact me with questions or suggestions via email (christiaantriebert@bellingcat.com) or Twitter
(@trbrtc).

Maps, Satellites & Streetview
Name Description Pros Cons Link

Bing Maps Microsoft satellite and
mapping service.

More recent and higher
resolution imagery than
Google, e.g. in
Afghanistan and Iraq.

Difficult to check the
date of the imagery
(this tool doesn’t
work anymore)

bing.com/maps 

converting
coordinates

Convert geographic
coordinates between

synnatschke.de/geo-tools/coordinate-
converter.php 
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different notation
styles.

DigitalGlobe Satellite imagery
vendor.

Preview available via
the catalogus, search
tool very easy to use.

$ discover.digitalglobe.com 

DualMaps Combines Google’s
road maps, aerial
view, and street view
in one embeddable
tool.

data.mashedworld.com/dualmaps/map.htm 

EarthExplorer earthexplorer.usgs.gov 

find2places Allows querying
Google Maps API for
two specific places in
precise distance from
each other within
given radius. Useful
for geolocating photos
and videos.

It’s a script, no user-
friendly interface.

github.com/musafir-py/find2places 

Geograph Georeferenced
images.

geograph.org

GeoNames Database of location
names.

Wide variety of different
spellings in various
languages.

geonames.org 

Google Earth Pro Add a Bing Maps
satellite imagery layer.
Historical imagery.

[software] Training guides here.

Google Earth Engine Open-access satellite
imagery and analytical
framework

Virtually any satellite
imagery collected from
NASA, NOAA, USGS,
etc. is available

Moderate and coarse
resolution imagery
rather than high-
resolution
commercial imagery;
Learning curve with
Javascript

https://earthengine.google.com/ 

Google Maps StreetView, many large
cities in U.S., Europe,
modelled in 3D.

No historical satellite
imagery, but historic
streetview images
available in many
places.

maps.google.com 

Google Photos
(formerly Panoramio)

HERE WeGo More recent satellite
imagery than Google in
e.g. Iraq.

wego.here.com 

Mapchecking Calculate amount of
people that are
standing in selected
Google Maps area.

mapchecking.com 

Mapillary Crowdsourced street
level photos.

Useful addition to
Google Streetview.

Little to no coverage
in countries like
Syria, Iraq, etc.

mapillary.com 

OpenStreetCam openstreetcam.org 

OpenStreetMap openstreetmap.org 

Radiant Earth radiant.earth 
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Sentinel Playground Updated every 5-10
days with new imagery,
dependent on cloud
cover. 
Ability to explore a
variety of GIS variables
eg NDVI or NDWO.

Generally low
resolution of 10m/px.

apps.sentinel-hub.com/sentinel-playground 
 

TerraServer Satellite imagery
vendor.

Highest resolution
available (0.3m).

$ to preview high-
resolution satellite
imagery.

terraserver.com 

Wikimapia Crowdsourced
information related to
geographic locations.

Possibility to switch
between
Google/Bing/OSM.
Massive amount of
UCG information.

Can be laggy, and
need to refresh page
after a view
searches.

wikimapia.org 

Yandex Maps yandex.com/maps 

Geobased Searches
Name Description Pros Cons Link

Echosec Geobased searches. Twitter, VKontakte,
Foursquare

$ (doesn’t list
Facebook, genuine
Instagram)

echosec.net 

Liveuamap Interactive live map of conflict news. Variety of countries
available:
Afghanistan, Iraq,
Syria, U.S., Ukraine,
Venezuela, etc.

liveuamap.com 

Photo-Map.RU Geotagged VKontakte posts. VKontakte photo-map.ru 

SnRadar Geotagged VKontake posts. VKontakte snradar.azurewebsites.net/search

Twitter Insert in search box: geocode:
[coordinates],[radius-km], for
example:
geocode:36.222285,43.998233,2km
(only works with km, so 500m =
0.5km)

There’s a tool for it
too.

Easy to fake.

WarWire Geobased searches. Twitter, VKontakte,
Instagram

$ (but does list
Instagram)

warwire.net 

YouTube Geobased searches Unclear whether it
shows where it was
uploaded, from which
server, or only filters
on keywords (e.g.
“Paris” in title  shows
up in Paris).

youtube.github.io/geo-search-
tool/search.html  

Images, Videos and Metadata
Name Description Pros Cons Link Guides

Amnesty
YouTube
Dataviewer

Reverse image
(video still) search

Searches for a
number of still,
not each frame

amnestyusa.org/sites/default/custom-
scripts/citizenevidence 

Advanced
Guide on Verifying Video
Content
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and exact
uploading time.

is included
(thus results
may be left
out).

Exiftool Read and
manipulate
metadata for a
vast number of file
types. Note: no
GUI

Floss, Cross
platform and
very easy to
integrate in
scripts.

Yet to
encounter any
(Have only
used on
GNU/Linux).

https://www.sno.phy.queensu.ca/~phil/exiftool/ See forum and FAQ on link
page

Foca Extracts metadata. Windows
based, open
sourced
2017.

No native linux
support. (needs
wine installed
within linux)

elevenpaths.com/labstools/foca/index.html NullByte

FotoForensics Image forensics
tool.

Simple, web
based.

Public access,
information not
private.

fotoforensics.com 

GooFile Extract metadata. Simple to
use.

Doesn't work
well outside
Kali

tools.kali.org/information-gathering/goofile Ascii cinema

Image
Forensics

Web based image
forensics tool.

Can easily
identify fake
or doctored
images

Public access,
information not
private.

29a.ch/photo-forensics/#level-sweep 

InVID Verification plugin
to help journalists
verify images and
videos. Contextual
data, Metadata,
reverse search
(Google, Yandex,
Baidu), image
forensic,
Magnifie)r

invid-project.eu (plugins for Chrome, Firefox
(Windows, Mac OS X, Linux)

https://www.youtube.com/w
v=nmgbFODPiBY

Irfanview Extract metadata. Windows
based

No native linux
support

irfanview.com 

Jeffrey's
Image
Metadata
Viewer

Extract metadata,
online.

Only
requires web
browser.

Public access,
information not
private.

exif.regex.info/exif.cgi 

Reveal Image
Verification
Assistant

Forensic providing
eight filters to
detect still images
alterations.

Web-based
image tool.
Also
available
within InVID
verification
plugin.

http://reveal-mklab.iti.gr/reveal/index.html
 

Documented with examples
explanations of the differen
filters. Developed in
Reveal project.

reverse image
search

Locates similar
images on the
internet

Easy, simple
and works!

Recommended
plugin: RevEye,
which searches
Google,
Yandex, Baidu
and Bing.

https://www.tineye.com/

SpiderPig Extract metadata. Command
line interface
and
scriptable.

Requires
dependencies
and knowledge
of web
technologies.

github.com/hatlord/Spiderpig 
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https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.invid-project.eu/verify%26amp;sa%3DD%26amp;ust%3D1528458676088000&sa=D&ust=1528458676520000&usg=AFQjCNFmySWJCkLMSi5wYg1TAsGOaNF5Dw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://goo.gl/Fo8i73%26amp;sa%3DD%26amp;ust%3D1528458676088000&sa=D&ust=1528458676520000&usg=AFQjCNGcoE1ez5db-MPHiNptMQ2OLYri_w
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.invid-project.eu/wp-content/uploads/2017/07/fake_video_news_debunker_by_invid-0.55-anfx-windows.zip%26amp;sa%3DD%26amp;ust%3D1528458676088000&sa=D&ust=1528458676520000&usg=AFQjCNH-TnVdeXSt8XEExqFtNMcJXTBcIg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.invid-project.eu/wp-content/uploads/2017/07/InVID-verification-ext-v0.54fx-mac.zip%26amp;sa%3DD%26amp;ust%3D1528458676089000&sa=D&ust=1528458676520000&usg=AFQjCNE6pmrz6fK8q6Oo6iwUoaXkvahOQQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.invid-project.eu/wp-content/uploads/2017/07/InVID-verification-ext-v0.54fx-linux.zip%26amp;sa%3DD%26amp;ust%3D1528458676089000&sa=D&ust=1528458676520000&usg=AFQjCNG1l07O23AH6EdF02pNv5-Pqvtnrg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.irfanview.com%26amp;sa%3DD%26amp;ust%3D1528458676091000&sa=D&ust=1528458676521000&usg=AFQjCNE9j9CWbtY1z19sqzx73iH86U_Etg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://exif.regex.info/exif.cgi%26amp;sa%3DD%26amp;ust%3D1528458676093000&sa=D&ust=1528458676521000&usg=AFQjCNEV72r8oDazxFKXKF0bWzJ_29ZIPQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://reveal-mklab.iti.gr/reveal/index.html%26amp;sa%3DD%26amp;ust%3D1528458676095000&sa=D&ust=1528458676522000&usg=AFQjCNEd8_GAcbA9t26WE8Q0vcnvuiJT5A
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://revealproject.eu/%26amp;sa%3DD%26amp;ust%3D1528458676096000&sa=D&ust=1528458676522000&usg=AFQjCNFpYWT3fx4HneQxPjsNBCgN0DqQ5w
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://github.com/hatlord/Spiderpig%26amp;sa%3DD%26amp;ust%3D1528458676099000&sa=D&ust=1528458676522000&usg=AFQjCNH9wNBY1sDqK32ekNSf2Vl9WxHiHg
https://drive.google.com/?usp=docs_web


Splunk Extract metadata. Report
grade
analysis and
presentation.

Not simple to
setup and
deploy.

blog.sweepatic.com/metadata-hackers-best-
friend 

Sweepatic.com

Social Media
Facebook

Name Description Pros Cons Link Guides

Graph.tips Automatically advanced searches
for Facebook profiles.

graph.tips/beta 

Who posted what? Find posts on Facebook whopostedwhat.com

IntelTechniques Various tools for analyzing
Facebook profiles and pages.

inteltechniques.com/menu.html

Facebook livemap Live broadcasts around the world. facebook.com/livemap 

Search Tool Find accounts by name, email,
screen name, and phone.

netbootcamp.org/facebook.html 

StalkScan Automatic advanced searches per
Facebook profile.

stalkscan.com 

Video Downloader
Online

Download Facebook videos. fbdown.net 

Skopenow Social Media Investigations - name,
phone, email, username searches.

Skopenow.com

Instagram

Name Description Pros Cons Link Guides

Websta Find other locations in Instagram’s
database near a particular location.

websta.me Use direct URL with a
ID, e.g.
websta.me/location/1

LinkedIn

Name Description Pros Cons Link Guides

Socilab Visualise and analyse your own
LinkedIn network.

sociliab.com 

Snapchat

Name Description Pros Cons Link Guides

Snap Map Searchable map of geotagged
snaps.

map.snapchat.com

Tumblr

Name Description Pros Cons Link Guides

Tumblr Originals Find original posts per Tumblr, thus
excluding reblogs.

studiomoh.com/fun/tumblr_originals 

Twitter

Name Description Pros Cons Link Guides

InVID verification
plugin

InVID plugin provides a Twitter
advanced search by time interval up

Allows to
document

InVID verification plugin Automates the conve
between calendar dat
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https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://blog.sweepatic.com/metadata-hackers-best-friend%26amp;sa%3DD%26amp;ust%3D1528458676101000&sa=D&ust=1528458676523000&usg=AFQjCNGeYIKmfvNEE31SSyhX5hdHnYamAA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://blog.sweepatic.com/metadata-hackers-best-friend/%26amp;sa%3DD%26amp;ust%3D1528458676101000&sa=D&ust=1528458676523000&usg=AFQjCNGBF9Z9Uiv4xsV0A4aJeLUPGSR7YQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://graph.tips/beta%26amp;sa%3DD%26amp;ust%3D1528458676108000&sa=D&ust=1528458676524000&usg=AFQjCNEu32SkuD6xr0RPCWedN_wHdZLw4Q
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.whopostedwhat.com/%26amp;sa%3DD%26amp;ust%3D1528458676110000&sa=D&ust=1528458676524000&usg=AFQjCNGqqu_dS6f329t7s_6XNxB8CkmZEA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://inteltechniques.com/menu.html%26amp;sa%3DD%26amp;ust%3D1528458676112000&sa=D&ust=1528458676525000&usg=AFQjCNGVfoDo4IPrD_NITA-uXrcMMSlX6w
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.facebook.com/livemap%26amp;sa%3DD%26amp;ust%3D1528458676114000&sa=D&ust=1528458676525000&usg=AFQjCNGoHxzjivKaUvCKSeJ0OHFWlbhctQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.facebook.com/livemap%26amp;sa%3DD%26amp;ust%3D1528458676114000&sa=D&ust=1528458676525000&usg=AFQjCNGoHxzjivKaUvCKSeJ0OHFWlbhctQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://netbootcamp.org/facebook.html%26amp;sa%3DD%26amp;ust%3D1528458676116000&sa=D&ust=1528458676525000&usg=AFQjCNEhVKQ1Iq7CLWg20O2piwmiLXUCHQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.stalkscan.com%26amp;sa%3DD%26amp;ust%3D1528458676118000&sa=D&ust=1528458676526000&usg=AFQjCNEogPcNOg0CdTC32p_VEqj96e0S9A
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.fbdown.net%26amp;sa%3DD%26amp;ust%3D1528458676119000&sa=D&ust=1528458676526000&usg=AFQjCNHR_jbKu2AHRzfXzAKIS2ReQk8aBA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.fbdown.net%26amp;sa%3DD%26amp;ust%3D1528458676119000&sa=D&ust=1528458676526000&usg=AFQjCNHR_jbKu2AHRzfXzAKIS2ReQk8aBA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://skopenow.com%26amp;sa%3DD%26amp;ust%3D1528458676121000&sa=D&ust=1528458676527000&usg=AFQjCNGk3YOLpBAAFM_biPKVECweebsbzg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://websta.me/%26amp;sa%3DD%26amp;ust%3D1528458676127000&sa=D&ust=1528458676527000&usg=AFQjCNFHkNnCfQwrXoUpIx8kY8BP_WEXmQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://websta.me/location/116231%26amp;sa%3DD%26amp;ust%3D1528458676127000&sa=D&ust=1528458676527000&usg=AFQjCNGcEAVzua_zGQjK-HD3mXR3BcAyJQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.socilab.com%26amp;sa%3DD%26amp;ust%3D1528458676132000&sa=D&ust=1528458676528000&usg=AFQjCNFrCkEtINw5u_mJ1D3qEse3rcET9A
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://map.snapchat.com%26amp;sa%3DD%26amp;ust%3D1528458676137000&sa=D&ust=1528458676529000&usg=AFQjCNH_-Z4NywZ3_Uwg5tEShzM1dHnAmg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.studiomoh.com/fun/tumblr_originals%26amp;sa%3DD%26amp;ust%3D1528458676142000&sa=D&ust=1528458676530000&usg=AFQjCNHYeQtBhfeygEdOIPb7YAcCmRUJUw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.invid-project.eu/verify%26amp;sa%3DD%26amp;ust%3D1528458676147000&sa=D&ust=1528458676530000&usg=AFQjCNGzuhdmmBSm5eCQBv5wlMpOnO53ig
https://drive.google.com/?usp=docs_web


to the minute. use
cases
from the
past
without
APIs and
time limit.
Allows to
search for
content
within a
user-
defined
time
range
after a
breaking
news.

timestamp in Twitter a
search:
https://youtu.be/nmgb
t=4m21s

Onemilliontweetmap Tweets map per locations up to 6
hours old, keyword search option.

onemilliontweetmap.com 

Treeverse Chrome extension to visualise
Twitter  conversations.

t.co/hGvska63Li 

Tweetreach Find reach of tweets. Advanced
search
operators
available,
same as
Google
advanced
search.

tweetreach.com 

Twitter advanced
search

Search by date, keywords, etc. twitter.com/search-advanced 

Twitter geobased
search

geocode:[coordinates],[radius-km],
for example:
geocode:36.222285,43.998233,2km

There’s a
tool for it
too.

Twlets Download anyone’s tweets,
followers and likes in an Excel
sheet.

Easy and
quick to
use,
there’s a
Chrome
extension
too.

Goes up
to 3,200
tweets,
followers
and likes.

twlets.com 

quarter tweets Geobased Twitter search. qtrtweets.com/twitter[a]

YouTube

Name Description Pros Cons Link Guides

Amnesty YouTube
Dataviewer

Reverse image (video still) search
and exact uploading time.

Searches
for a
number
of still,
not each
frame is
included
(thus
results
may be
left out).

amnestyusa.org/sites/default/custom-
scripts/citizenevidence 

Advanced
Guide on Verifying Vi
Content

Geo Search Tool Search for YouTube videos based
on location.

youtube.github.io/geo-search-
tool/search.html

Bellingcat's Digital Toolkit

https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.onemilliontweetmap.com%26amp;sa%3DD%26amp;ust%3D1528458676149000&sa=D&ust=1528458676531000&usg=AFQjCNFV0aJ_H668zXRhp7wcv_Snr-mFuA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://t.co/hGvska63Li%26amp;sa%3DD%26amp;ust%3D1528458676150000&sa=D&ust=1528458676531000&usg=AFQjCNHCc9VUXqJa0KRksmayZPN8jzQvXg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.tweetreach.com%26amp;sa%3DD%26amp;ust%3D1528458676152000&sa=D&ust=1528458676531000&usg=AFQjCNFCGIIvtArs348KIjlSJ6PzqH5x-g
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.twitter.com/search-advanced%26amp;sa%3DD%26amp;ust%3D1528458676154000&sa=D&ust=1528458676532000&usg=AFQjCNFFqIeJ2SFa8MGfgbpQOWi_tL29lQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://qtrtweets.com/twitter/%26amp;sa%3DD%26amp;ust%3D1528458676155000&sa=D&ust=1528458676532000&usg=AFQjCNFOyaqZMBu-oyDn00BRpQ2XYjObqg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.twlets.com%26amp;sa%3DD%26amp;ust%3D1528458676157000&sa=D&ust=1528458676533000&usg=AFQjCNEO89EjbxrJyzWnnNvChe-EkyOO4w
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://qtrtweets.com/twitter/%26amp;sa%3DD%26amp;ust%3D1528458676159000&sa=D&ust=1528458676533000&usg=AFQjCNGLRyMX3PWEuEjnoH-yRBwFKGWzAQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.amnestyusa.org/sites/default/custom-scripts/citizenevidence/%26amp;sa%3DD%26amp;ust%3D1528458676164000&sa=D&ust=1528458676534000&usg=AFQjCNFfw5U8fA0hk7DwMDvguNdMrlkKLA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.bellingcat.com/resources/how-tos/2017/06/30/advanced-guide-verifying-video-content/%26amp;sa%3DD%26amp;ust%3D1528458676165000&sa=D&ust=1528458676534000&usg=AFQjCNF7TAZMW2WWNIOOrsGP8Twbp4OaGA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.bellingcat.com/resources/how-tos/2017/06/30/advanced-guide-verifying-video-content/%26amp;sa%3DD%26amp;ust%3D1528458676165000&sa=D&ust=1528458676534000&usg=AFQjCNF7TAZMW2WWNIOOrsGP8Twbp4OaGA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://youtube.github.io/geo-search-tool/search.html%26amp;sa%3DD%26amp;ust%3D1528458676167000&sa=D&ust=1528458676535000&usg=AFQjCNHZP5A8527MI-zvWNB-0HobY_zT9A
https://drive.google.com/?usp=docs_web


Transport
Air

Name Description Pros Cons Link Guides

AirNav
RadarBox

Tracking flights,
including private
and military jets.

radarbox24.com 

ADS-B
Exchange
Global Radar

Tracking flights. Includes a
number of
military
aircraft.

global.adsbexchange.com/VirtualRadar/desktop.html 

FlightAware flightaware.com 

FlightRadar24 Tracking
(civilian) flights.

$ to go back in
12 month
archive.

flightradar24.com 

PlaneFinder planefinder.net 

Marine

MarineTraffic marinetraffic.com 

VesselFinder vesselfinder.com 

Railway

Trains Full interactive
maps of various
railway networks
in European
countries.

Denmark, France, Germany, Netherlands

Misc

WikiRoutes Public transport
database.

wikiroutes.info 

Date & Time
Name Description Pros Cons Link Guides

SunCalc Make approximation
of time of the day
using shadow
direction.

suncalc.net /
suncalc.org 

Wolfram|Alpha Does a load of things,
including weather
forecasts per day
and location.

wolframalpha.com 

Individuals, WhoIs, IPs, Website Analysis[b]

Name Description Pros Cons Link Guides

Passive DNS Collects, stores and
analyses data from
thousands of

Complete
unadulterated
historical and

15 API calls day, 15
web based
searches a day.

community.riskiq.com
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https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.radarbox24.com%26amp;sa%3DD%26amp;ust%3D1528458676173000&sa=D&ust=1528458676535000&usg=AFQjCNFXYa48VGm1XAsGPQKuqozw3Z-ezw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.adsbexchange.com/airborne-military-aircraft/%26amp;sa%3DD%26amp;ust%3D1528458676175000&sa=D&ust=1528458676536000&usg=AFQjCNHAROUm028BLddwuAoF55Cv_J__Sg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://global.adsbexchange.com/VirtualRadar/desktop.html%26amp;sa%3DD%26amp;ust%3D1528458676176000&sa=D&ust=1528458676536000&usg=AFQjCNGEJ5e8X1BLfcdHis7lUV9oMbkM3A
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://uk.flightaware.com/%26amp;sa%3DD%26amp;ust%3D1528458676177000&sa=D&ust=1528458676536000&usg=AFQjCNGSIQQ0jXcf9HaVmRqHF4DgzSQOMQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.flightradar24.com%26amp;sa%3DD%26amp;ust%3D1528458676179000&sa=D&ust=1528458676537000&usg=AFQjCNEOq_Aw8tuBL1VguKCvEuzPzk9XJA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://planefinder.net/%26amp;sa%3DD%26amp;ust%3D1528458676181000&sa=D&ust=1528458676537000&usg=AFQjCNEsdX_xFcaw8UqZ9m1SAHb1ySNe3w
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.marinetraffic.com%26amp;sa%3DD%26amp;ust%3D1528458676184000&sa=D&ust=1528458676538000&usg=AFQjCNEK9TBw8SXcN91vmgtjX1v2BGI1xg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.vesselfinder.com%26amp;sa%3DD%26amp;ust%3D1528458676186000&sa=D&ust=1528458676538000&usg=AFQjCNG41gVXwQmgTjzKJMJWiuqN0NfqMw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.dsb.dk/Rejseplan/bin/help.exe/mn?L%253Dvs_livemap%2526tpl%253Dfullscreenmap%2526view%253Ddsb%2526responsive%253D1%2526custom%253Dhovedstadsomr%2525C3%2525A5det%26amp;sa%3DD%26amp;ust%3D1528458676190000&sa=D&ust=1528458676538000&usg=AFQjCNGJ8lulgPCJyN5rcgW6LhMKd1w90g
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.raildar.fr/%2523lat%253D46.810%2526lng%253D6.880%2526zoom%253D6%26amp;sa%3DD%26amp;ust%3D1528458676190000&sa=D&ust=1528458676539000&usg=AFQjCNEa0JNfALbf1NAlXfC9Q6aFWexJaA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://apps-bahn.de/bin/livemap/query-livemap.exe/dn?L%253Dvs_livefahrplan%2526livemap%26amp;sa%3DD%26amp;ust%3D1528458676190000&sa=D&ust=1528458676539000&usg=AFQjCNGdjksuo3H7G0kXqcLIkL_ZLhJuxw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://spoorkaart.mwnn.nl%26amp;sa%3DD%26amp;ust%3D1528458676190000&sa=D&ust=1528458676539000&usg=AFQjCNHfbvCsjYAUWltLNWCltKpT_Mw1Mg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.wikiroutes.info%26amp;sa%3DD%26amp;ust%3D1528458676194000&sa=D&ust=1528458676539000&usg=AFQjCNHT4lQKxnjDIxMbytyHmzAu77W19g
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.suncalc.net%26amp;sa%3DD%26amp;ust%3D1528458676201000&sa=D&ust=1528458676540000&usg=AFQjCNEIITkGn0aLSHEuKWia0f-HjThrjg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.suncalc.org%26amp;sa%3DD%26amp;ust%3D1528458676201000&sa=D&ust=1528458676540000&usg=AFQjCNF0ikOKcGX-g7pFnNfeeUyQrqs0rw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.wolframalpha.com%26amp;sa%3DD%26amp;ust%3D1528458676203000&sa=D&ust=1528458676541000&usg=AFQjCNEdLDG9R6XbpGAOk7ApT7QtRuj9Mw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://community.riskiq.com%26amp;sa%3DD%26amp;ust%3D1528458676211000&sa=D&ust=1528458676542000&usg=AFQjCNEREqWfuhpF9DcfEdlQL7KJVDhl5Q
https://drive.google.com/?usp=docs_web


passive DNS
collection sensors.

current DNS
information.

Censys.io Censys continually
monitors every
reachable server
and device on the
Internet.

Complete wealth of
knowledge of
internet connected
devices.

None Censys.io

Domain Tools domaintools.com

DNS History Collection of
historical DNS
information.

Free, simple and
easy to use.

Sometimes limited
in availability.

DNS History

DNS cyrillic check Check if malicious
or cyrillic domains
are registered

Free, simple and
easy to use.

https://holdintegrity.com/checker

DNS Trails The World's Largest
Repository of
historical DNS data

Free, simple and
easy to use.

dnstrails.com

Geo IP Tool Check your own IP,
handy to check if
your VPN is
working,

geoiptool.com

Shodan Internet of things
search engine.

Can find heaps of
misconfigured
network connected
devices.

Lives in the
grayzone...

shodan.io

● IXMaps, IXMaps

● Network-Tools

● Open Site Explorer

● People search

○ Peekyou, peekyou.com 

○ Pipl, the world largest people search engine, find persons behind an e-mail address, social
media username, or phone number, pipl.com

○ Yasni, yasni.com

○ Zaba Search, only US, zabasearch.com

○ publicrecords.searchsystems.net

○ cemetery.canadagenweb.org/search.html

○ opencorporates.com

● Robtex

● Search IRC

● Shodan Computer Search

● Utrace

● ViewDNS

● DNS Historical Data, research.dnstrails.com  

Bellingcat's Digital Toolkit

https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://censys.io/%26amp;sa%3DD%26amp;ust%3D1528458676214000&sa=D&ust=1528458676542000&usg=AFQjCNEKu7Z3VQ6NN2Gi1nQzv_OniTfuRQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://completedns.com/dns-history%26amp;sa%3DD%26amp;ust%3D1528458676218000&sa=D&ust=1528458676542000&usg=AFQjCNHDkQVlGORTqbYSnaLzQflz5g-D0Q
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://holdintegrity.com/checker%26amp;sa%3DD%26amp;ust%3D1528458676220000&sa=D&ust=1528458676543000&usg=AFQjCNGLaAIwxrfyxsZNmNPEJZ2C_00PEA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://dnstrails.com/%26amp;sa%3DD%26amp;ust%3D1528458676222000&sa=D&ust=1528458676543000&usg=AFQjCNHOsWo5f8lTXWV-8eWLWVWXznF1DA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://geoiptool.com%26amp;sa%3DD%26amp;ust%3D1528458676224000&sa=D&ust=1528458676544000&usg=AFQjCNHMwlHxc5lu308p2L7Ffvu7I3YXzQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.shodan.io/explore%26amp;sa%3DD%26amp;ust%3D1528458676225000&sa=D&ust=1528458676544000&usg=AFQjCNHq1f5CCbwxp0o7GQqly6ZtIU_zzw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.ixmaps.ca/explore.php%26amp;sa%3DD%26amp;ust%3D1528458676226000&sa=D&ust=1528458676544000&usg=AFQjCNFj0Gq6IJJyMrkYmVdf1uaBYGiQnQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://network-tools.com/%26amp;sa%3DD%26amp;ust%3D1528458676226000&sa=D&ust=1528458676545000&usg=AFQjCNHsaok93PlQ4MSPhqU8SguaVGN7PA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.opensiteexplorer.org/%26amp;sa%3DD%26amp;ust%3D1528458676227000&sa=D&ust=1528458676545000&usg=AFQjCNFil-e-5mmq3tzuOPY6w5EfsBroeg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://peekyou.com%26amp;sa%3DD%26amp;ust%3D1528458676227000&sa=D&ust=1528458676545000&usg=AFQjCNGgrJ0-k14jgj8ApQ8kS7iOdP175g
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://pipl.com/%26amp;sa%3DD%26amp;ust%3D1528458676227000&sa=D&ust=1528458676545000&usg=AFQjCNHi0Jfcs12CB7A8GlhmI01L5rINyA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.yasni.com/%26amp;sa%3DD%26amp;ust%3D1528458676228000&sa=D&ust=1528458676545000&usg=AFQjCNEtL6NI8AUNkCIYrfPGB6U1-aUPuA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.yasni.com/%26amp;sa%3DD%26amp;ust%3D1528458676228000&sa=D&ust=1528458676545000&usg=AFQjCNEtL6NI8AUNkCIYrfPGB6U1-aUPuA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.zabasearch.com/%26amp;sa%3DD%26amp;ust%3D1528458676228000&sa=D&ust=1528458676545000&usg=AFQjCNHnv3smAnNmJs0I1pdWNfMkdxPTKg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.publicrecords.searchsystems.net%26amp;sa%3DD%26amp;ust%3D1528458676229000&sa=D&ust=1528458676545000&usg=AFQjCNHwgg3CDM9gZyJhnoegdkXqZbYSFw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://cemetery.canadagenweb.org/search.html%26amp;sa%3DD%26amp;ust%3D1528458676229000&sa=D&ust=1528458676546000&usg=AFQjCNFYiYd8OLSCHrpFmg1FymxUQGOjYw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://opencorporates.com/%26amp;sa%3DD%26amp;ust%3D1528458676230000&sa=D&ust=1528458676546000&usg=AFQjCNHj1XhUtOJ3V4gCCgnfP2MQ6LUw2w
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.robtex.com/%26amp;sa%3DD%26amp;ust%3D1528458676230000&sa=D&ust=1528458676546000&usg=AFQjCNHUR5N9oP_5mO0XCBEgigPCIesxzw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://search.mibbit.com/%26amp;sa%3DD%26amp;ust%3D1528458676230000&sa=D&ust=1528458676546000&usg=AFQjCNEGVTHemqqN2YwlQUrq_QFlbuv9ag
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.shodanhq.com/%26amp;sa%3DD%26amp;ust%3D1528458676230000&sa=D&ust=1528458676546000&usg=AFQjCNGZDUEFqPWwV1N9bwRhido99d-UGw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://en.utrace.de/%26amp;sa%3DD%26amp;ust%3D1528458676231000&sa=D&ust=1528458676546000&usg=AFQjCNGoSmssR3XA0etCh-LtK5RFzJpz9Q
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://viewdns.info/%26amp;sa%3DD%26amp;ust%3D1528458676231000&sa=D&ust=1528458676546000&usg=AFQjCNGPRT1If-HPyL_Sbd3JoDnvpPIU6w
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://whois.icann.org%26amp;sa%3DD%26amp;ust%3D1528458676231000&sa=D&ust=1528458676546000&usg=AFQjCNGRdd4avMBy1jCJUi8_cU1k3Xghrw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://whois.icann.org%26amp;sa%3DD%26amp;ust%3D1528458676231000&sa=D&ust=1528458676547000&usg=AFQjCNE2Lqzimm82tfKJVsfjcHA09miOJg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://whois.icann.org%26amp;sa%3DD%26amp;ust%3D1528458676232000&sa=D&ust=1528458676547000&usg=AFQjCNHnvDzxRN5qvwI__rTFcBQdiR2nYg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://whois.icann.org%26amp;sa%3DD%26amp;ust%3D1528458676232000&sa=D&ust=1528458676547000&usg=AFQjCNHnvDzxRN5qvwI__rTFcBQdiR2nYg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://whois.icann.org%26amp;sa%3DD%26amp;ust%3D1528458676232000&sa=D&ust=1528458676547000&usg=AFQjCNHnvDzxRN5qvwI__rTFcBQdiR2nYg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://whois.icann.org%26amp;sa%3DD%26amp;ust%3D1528458676232000&sa=D&ust=1528458676547000&usg=AFQjCNHnvDzxRN5qvwI__rTFcBQdiR2nYg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://whois.icann.org%26amp;sa%3DD%26amp;ust%3D1528458676232000&sa=D&ust=1528458676547000&usg=AFQjCNHnvDzxRN5qvwI__rTFcBQdiR2nYg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://whois.icann.org%26amp;sa%3DD%26amp;ust%3D1528458676233000&sa=D&ust=1528458676547000&usg=AFQjCNHMJQOeFkN1DynWhkxpKcjVkemXBQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://whois.icann.org%26amp;sa%3DD%26amp;ust%3D1528458676233000&sa=D&ust=1528458676547000&usg=AFQjCNHMJQOeFkN1DynWhkxpKcjVkemXBQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://whois.icann.org%26amp;sa%3DD%26amp;ust%3D1528458676233000&sa=D&ust=1528458676547000&usg=AFQjCNHMJQOeFkN1DynWhkxpKcjVkemXBQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://research.dnstrails.com%26amp;sa%3DD%26amp;ust%3D1528458676233000&sa=D&ust=1528458676547000&usg=AFQjCNGzbLnpzUWO22TwLgGH8r6ddFhLZw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://research.dnstrails.com/%26amp;sa%3DD%26amp;ust%3D1528458676233000&sa=D&ust=1528458676548000&usg=AFQjCNHbSSuB_hUWWDFEfXmhyiOWYfxNwg
https://drive.google.com/?usp=docs_web


● SpyOnWeb, to retrieve websites by their Tracking codes, spyonweb.com 

● Whois, for domain search and information, whois.net or whois.icann.org

Archiving, Downloading & Internet Storage
Name Description Pros Cons Link Guides

Archive.is Let’s you archive
any webpage.

Archive.is

DMCA Search takedown
notices

lumendatabase.org

Gruber Slideshare
downloader

http://grub.cballenar.me/

Historic Breach
Database List

https://publicdbhost.dmca.gripe/random/

Wayback
Machine

Archives websites.
Download an entire
website from the
Wayback Machine.

github.com/hartator/wayback-machine-
downloader

Miscellaneous
Name Description Pros Cons Link Guides

BlockExplorer Following a
bitcoin trail or
following a
bitcoin account
?

https://blockexplorer.com

Check Collaborative
fact-checking.

checkmedia.org User guide,
Bellingcat’s
Check team

Document
Redaction

Useful for
removing
potentially
harmful content
in Pdfs before
viewing, like
traceback.

github.com/firstlookmedia/pdf-redact-tools

Google Search
Operators

Such as
searching for a
specific filetype
(e.g. PDF) or on
a specific
website.

googleguide.com/advanced_operators_reference.html 

Hunch.ly Research
sidekick.

$$$ hunch.ly

Insecam Network live IP
video cameras
directory.

 insecam.org/en/ 

LittleSis Database of
who-knows-who
at the heights of

littlesis.org
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https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://research.dnstrails.com/%26amp;sa%3DD%26amp;ust%3D1528458676234000&sa=D&ust=1528458676548000&usg=AFQjCNH1NvV16BuZI5EeLtIcak_RnvNEzA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://research.dnstrails.com/%26amp;sa%3DD%26amp;ust%3D1528458676234000&sa=D&ust=1528458676548000&usg=AFQjCNH1NvV16BuZI5EeLtIcak_RnvNEzA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://spyonweb.com/%26amp;sa%3DD%26amp;ust%3D1528458676234000&sa=D&ust=1528458676548000&usg=AFQjCNEI5-LRyj6DZwPkN5U_L6k82FLzOA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.whois.net%26amp;sa%3DD%26amp;ust%3D1528458676234000&sa=D&ust=1528458676548000&usg=AFQjCNGQkl43cHI7zmEd2JOWUSZwIrvgQQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://whois.icann.org%26amp;sa%3DD%26amp;ust%3D1528458676235000&sa=D&ust=1528458676548000&usg=AFQjCNGIc8FxhScLfZSI1Om6sNnCPV_eAw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://lumendatabase.org%26amp;sa%3DD%26amp;ust%3D1528458676242000&sa=D&ust=1528458676549000&usg=AFQjCNFp3tG1IlZrQKFkXoIOjVSVKzOMUw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://blockexplorer.com%26amp;sa%3DD%26amp;ust%3D1528458676253000&sa=D&ust=1528458676551000&usg=AFQjCNEeV2h03b1JVTR0xjSNWIJyb1gLDg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.checkdesk.org%26amp;sa%3DD%26amp;ust%3D1528458676255000&sa=D&ust=1528458676551000&usg=AFQjCNE113GPeX1UuLtprfHsCL-Hivzwjw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://drive.google.com/drive/u/1/folders/0B8ssHSpx1n0qcW9TYnNuYmx1VWc%26amp;sa%3DD%26amp;ust%3D1528458676256000&sa=D&ust=1528458676551000&usg=AFQjCNEuSiTGZf61X45cDgOv0qdfW_KBCQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://checkmedia.org/%26amp;sa%3DD%26amp;ust%3D1528458676256000&sa=D&ust=1528458676551000&usg=AFQjCNFHlIca_Qoyc27AiQ4mO1nBOw_XsA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://github.com/firstlookmedia/pdf-redact-tools%26amp;sa%3DD%26amp;ust%3D1528458676257000&sa=D&ust=1528458676552000&usg=AFQjCNELOf0ke6Et9UIUxIaxXLJ8Jf6RtA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.googleguide.com/advanced_operators_reference.html%26amp;sa%3DD%26amp;ust%3D1528458676259000&sa=D&ust=1528458676552000&usg=AFQjCNEVtDJyFT9MUbskdz5h5h5nIflKtg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.hunch.ly/%26amp;sa%3DD%26amp;ust%3D1528458676261000&sa=D&ust=1528458676552000&usg=AFQjCNFpz5SbuvxV8oB0bJPi_BbwPmErIQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.insecam.org/en/%26amp;sa%3DD%26amp;ust%3D1528458676263000&sa=D&ust=1528458676553000&usg=AFQjCNGr-vi9J663EWUgtlMhAvmvaI2u1w
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://littlesis.org/%26amp;sa%3DD%26amp;ust%3D1528458676265000&sa=D&ust=1528458676553000&usg=AFQjCNFLfwmTiQ29AkBivYlRBIOFKZ4NrA
https://drive.google.com/?usp=docs_web


business and
government.

Lumen Collects and
analyses legal
complaints and
requests for
removal of
online materials,
helping Internet
users to know
their rights and
understand the
law. These data
enables us to
study the
prevalence of
legal threats
and let Internet
users see the
source of
content
removals.

lumendatabase.org 

Maltego Interactive data
mining tool that
renders directed
graphs for link
analysis.

Used in online
investigations
for finding
relationships
between pieces
of information
from various
sources located
on the Internet.

$$$ paterva.com/web7

Montage For
collaborative
working.

montage.storyful.com

Malicious URL
Tester

Testing
unknown URLS

safeweb.norton.com

OpenCorporates Database of
companies in
the world.

Tor Site Searcher Search hidden
tor sites via

clearnet[c][d].

oint.ctrlbox.com

People tracer Site will be
closed in
March
2018.

peopletracer.co.uk 

TimelineJS by
Knight Lab

Make an
interactive
timeline of
events.

 timeline.knightlab.com 

Unknown Hash
ID

On investigation
if you come
across a hash
but don’t know
what it is (and
warrants further
investigation)
this will identify
the type.

onlinehashcrack.com/hash-identification.php

Visual vis.occrp.org 
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https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://lumendatabase.org/%26amp;sa%3DD%26amp;ust%3D1528458676266000&sa=D&ust=1528458676554000&usg=AFQjCNE031F6foeOHi73ExA523vBikkfZg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.paterva.com/web7/%26amp;sa%3DD%26amp;ust%3D1528458676268000&sa=D&ust=1528458676554000&usg=AFQjCNEqQGBMGFcRfZ3Ny9wKVBfoIk5q9w
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://montage.storyful.com/welcome?next%253D%25252Fmy-projects%26amp;sa%3DD%26amp;ust%3D1528458676271000&sa=D&ust=1528458676554000&usg=AFQjCNHJ5o8GtcQXFw_hJSvuNU2HLZ_N9Q
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://safeweb.norton.com/%26amp;sa%3DD%26amp;ust%3D1528458676272000&sa=D&ust=1528458676555000&usg=AFQjCNF8o646r7jPJiiD2zQRZ23aoQhKKg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://oint.ctrlbox.com/%26amp;sa%3DD%26amp;ust%3D1528458676276000&sa=D&ust=1528458676555000&usg=AFQjCNEKTT7zMwHgH3zQVBODEMwUUN1slg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.peopletracer.co.uk%26amp;sa%3DD%26amp;ust%3D1528458676278000&sa=D&ust=1528458676556000&usg=AFQjCNFHKSFUYN1Quxdi0clQLFG4vDuqsg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://timeline.knightlab.com%26amp;sa%3DD%26amp;ust%3D1528458676280000&sa=D&ust=1528458676556000&usg=AFQjCNFvBf6NXh1PPTVdDrGs5IW7SHLgtg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.onlinehashcrack.com/hash-identification.php%26amp;sa%3DD%26amp;ust%3D1528458676282000&sa=D&ust=1528458676557000&usg=AFQjCNEYRwqth-cI2gO5m7wrlyUsWulMLg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://vis.occrp.org/%26amp;sa%3DD%26amp;ust%3D1528458676283000&sa=D&ust=1528458676557000&usg=AFQjCNHiGJy_SFyPJTGOlzGirX6f8xSBRg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://vis.occrp.org/%26amp;sa%3DD%26amp;ust%3D1528458676284000&sa=D&ust=1528458676557000&usg=AFQjCNGZ9ofXu9qmw24Zel36M259se8zNQ
https://drive.google.com/?usp=docs_web


Investigative
Scenarios (VIS)

Zoopla Search for
property with
the UK's leading
resource.
Browse houses
and flats for sale
and to rent, and
find estate
agents in any
area.

zoopla.co.uk 

Guides & Handbooks

● American Press Institute Fact-Checking Resources, americanpressinstitute.org/training-
tools/fact-checking-resource 

● Bellingcat’s resources, www.bellingcat.com/category/resources/how-tos, for example:

● Exposing the Invisible, a project by the Tactical Tech Collective,  exposingtheinvisible.org

○ Includes multiple guides (website data scraping, Google Dorking etc.), resource links, and
examples of successful investigations in various fields

● First Draft News’ resources, some of which have been written by Bellingcat members,
firstdraftnews.com/resources, for example:

○ How to Get Started in Online Investigations

● Flash Environmental Assessment Tool, for identifying harmful substances and their effect on the
environment after industry has been destroyed:
https://docs.unocha.org/sites/dms/Documents/FEAT_Version_1.1.pdf 

● Poynter, fact-checking how-to guides, factcheckingday.com/#how-to 

● Poynter, fact-checker’s code of principles, poynter.org/fact-checkers-code-of-principles 

● Verification Handbook (PDF) is a great place to go to find tools to verify digital information,
verificationhandbook.com

● Washington Post, fact-checker’s guide, washingtonpost.com/news/fact-checker

● Washington Post, fact-checker tool, washingtonpost.com/news/fact-checker 

● WITNESS

○ Activists' Guide to Archiving Video

○ Video As Evidence: Verifying Eyewitness Video

WEAPONS

● Open guide called “Itrace” by Conflict Armament Research, lots of information on different kinds of
munitions and weapons presented graphically on a map format, itrace.conflictarm.com 

Data Visualisation
Name Description Pros Cons Link Guides

DataBasic.io Web tools for databasic.io/en 
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https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.zoopla.co.uk/%26amp;sa%3DD%26amp;ust%3D1528458676285000&sa=D&ust=1528458676557000&usg=AFQjCNE4Zk3r-4cGkded4M5jq6pgqX8tZw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.americanpressinstitute.org/training-tools/fact-checking-resource/%26amp;sa%3DD%26amp;ust%3D1528458676287000&sa=D&ust=1528458676558000&usg=AFQjCNEBO_fPisC6mNspjUSfaFmzJvFGuQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.bellingcat.com/category/resources/how-tos/%26amp;sa%3DD%26amp;ust%3D1528458676287000&sa=D&ust=1528458676558000&usg=AFQjCNGBWCpyGiM4Pucz37sfYTCySlhvDw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://verificationhandbook.com/%26amp;sa%3DD%26amp;ust%3D1528458676288000&sa=D&ust=1528458676558000&usg=AFQjCNG_LPKElGrdlnijLApK5UlcCtK8Nw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://verificationhandbook.com/%26amp;sa%3DD%26amp;ust%3D1528458676288000&sa=D&ust=1528458676558000&usg=AFQjCNG_LPKElGrdlnijLApK5UlcCtK8Nw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://verificationhandbook.com/%26amp;sa%3DD%26amp;ust%3D1528458676288000&sa=D&ust=1528458676558000&usg=AFQjCNG_LPKElGrdlnijLApK5UlcCtK8Nw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://verificationhandbook.com/%26amp;sa%3DD%26amp;ust%3D1528458676288000&sa=D&ust=1528458676558000&usg=AFQjCNG_LPKElGrdlnijLApK5UlcCtK8Nw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://verificationhandbook.com/%26amp;sa%3DD%26amp;ust%3D1528458676289000&sa=D&ust=1528458676558000&usg=AFQjCNH6xLVJF2HmRIxU7ObyYGTy5IOwPw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://verificationhandbook.com/%26amp;sa%3DD%26amp;ust%3D1528458676289000&sa=D&ust=1528458676559000&usg=AFQjCNFjvc-iRfz4Tizyn5U3I3SRCY69BQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://verificationhandbook.com/%26amp;sa%3DD%26amp;ust%3D1528458676289000&sa=D&ust=1528458676559000&usg=AFQjCNFjvc-iRfz4Tizyn5U3I3SRCY69BQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://verificationhandbook.com/%26amp;sa%3DD%26amp;ust%3D1528458676289000&sa=D&ust=1528458676559000&usg=AFQjCNFjvc-iRfz4Tizyn5U3I3SRCY69BQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://verificationhandbook.com/%26amp;sa%3DD%26amp;ust%3D1528458676290000&sa=D&ust=1528458676559000&usg=AFQjCNG2Ii8kULAb5ARt4VO-D2BKqc3M2Q
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://verificationhandbook.com/%26amp;sa%3DD%26amp;ust%3D1528458676290000&sa=D&ust=1528458676559000&usg=AFQjCNG2Ii8kULAb5ARt4VO-D2BKqc3M2Q
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://verificationhandbook.com/%26amp;sa%3DD%26amp;ust%3D1528458676290000&sa=D&ust=1528458676559000&usg=AFQjCNG2Ii8kULAb5ARt4VO-D2BKqc3M2Q
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://exposingtheinvisible.org%26amp;sa%3DD%26amp;ust%3D1528458676290000&sa=D&ust=1528458676559000&usg=AFQjCNFWHr6VHPMaQjqBrQ-e09JmLipWjg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://firstdraftnews.com/resources/%26amp;sa%3DD%26amp;ust%3D1528458676291000&sa=D&ust=1528458676559000&usg=AFQjCNGlTeKYSnkDeuoR6wQk8E0syd7Dtg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://firstdraftnews.com/how-to-get-started-in-online-investigations-with-open-source-intelligence-osint/%26amp;sa%3DD%26amp;ust%3D1528458676291000&sa=D&ust=1528458676560000&usg=AFQjCNFKy_s8HFILu4rYvvGGHY4ZUcyLEA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://docs.unocha.org/sites/dms/Documents/FEAT_Version_1.1.pdf%26amp;sa%3DD%26amp;ust%3D1528458676292000&sa=D&ust=1528458676560000&usg=AFQjCNF5axbpKowvlHgDYAZSKYuoD8scOw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://factcheckingday.com/%2523how-to%26amp;sa%3DD%26amp;ust%3D1528458676292000&sa=D&ust=1528458676560000&usg=AFQjCNG2lOy_yYebKgafhcViIbKuhJu-8g
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.poynter.org/fact-checkers-code-of-principles/%26amp;sa%3DD%26amp;ust%3D1528458676293000&sa=D&ust=1528458676560000&usg=AFQjCNHBkEa-6ntVWAj1aEqTrpNJFTm4Yw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://verificationhandbook.com/%26amp;sa%3DD%26amp;ust%3D1528458676293000&sa=D&ust=1528458676560000&usg=AFQjCNGMMAd975TmLcPgJ3BKHaxW-4vt-A
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.washingtonpost.com/news/fact-checker/wp/2016/11/22/the-fact-checkers-guide-for-detecting-fake-news/?tid%253Da_inl%2526utm_term%253D.00e370fd6e9c%26amp;sa%3DD%26amp;ust%3D1528458676293000&sa=D&ust=1528458676560000&usg=AFQjCNFxS14J9mtA6Toc27mQ_4VsBvN8Ig
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.washingtonpost.com/news/fact-checker/?utm_term%253D.1d5901d65c73%26amp;sa%3DD%26amp;ust%3D1528458676294000&sa=D&ust=1528458676560000&usg=AFQjCNHHifBt6vXnFYAJ1apNt9vAMcfW9A
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://archiving.witness.org/archive-guide/%26amp;sa%3DD%26amp;ust%3D1528458676294000&sa=D&ust=1528458676560000&usg=AFQjCNHApEWNoqiF_7H-hrJxFvalmwhGFA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://library.witness.org/product/video-as-evidence-verifying-eyewitness-video/%26amp;sa%3DD%26amp;ust%3D1528458676295000&sa=D&ust=1528458676561000&usg=AFQjCNEFgEgR8WS0pIAdODUKe-GPc_sabg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://itrace.conflictarm.com/Home/Login%26amp;sa%3DD%26amp;ust%3D1528458676295000&sa=D&ust=1528458676561000&usg=AFQjCNGkX3nsqGQqY3Mg8Y9WYZx48sGBZQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://databasic.io/en/%26amp;sa%3DD%26amp;ust%3D1528458676301000&sa=D&ust=1528458676562000&usg=AFQjCNF8PbFZLHrncWi7sw1Hg9ObrRlZvA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://databasic.io/en/%26amp;sa%3DD%26amp;ust%3D1528458676301000&sa=D&ust=1528458676562000&usg=AFQjCNF8PbFZLHrncWi7sw1Hg9ObrRlZvA
https://drive.google.com/?usp=docs_web


beginners that
introduce
concepts of
working with data

DataWrapper Easy to use chart
and mapping tool

datawrapper.de 

Google Fusion
Tables

fusiontables.google.com

Maptia maptia.com 

Visual
investigative
scenarios

vis.occrp.org

RAWGraphs Free webtool to
quickly visualize
your data

app.rawgraphs.io

Open Desktop
Semantic Search

Searches
unstructured data
well

opensemanticsearch.org/doc/desktop_search

TrustServista Online story
verification and
visualisation tool

www.trustservista.com

Neo4j Graph Platform neo4j.com

Online Security & Privacy

● Check for every digital service you use whether you have enabled two factor authentication (2FA),
twofactorauth.org 

● Security in a box guide: https://securityinabox.org/en/ 

● Tech Solidarity, techsolidarity.org 

○ Basic Security Guide, do and don’ts for basic security when using a laptop and/or mobile
device, techsolidarity.org/resources/basic_security.htm 

SEARCH ENGINES WHICH PROTECT PRIVACY

● DuckDuckGo, Internet search engine, protecting privacy, duckduckgo.com

● StartPage, Internet search engine, protecting privacy, startpage.com

● Qwant, Internet search engine, protecting privacy, qwant.com 

Sources per Country
Iraq

Name Description Pros Cons Links

Provinces of the so-
called Islamic State

umap.openstreetmap.fr

Syria

Name Description Pros Cons Links

Bellingcat's Digital Toolkit

https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.datawrapper.de/%26amp;sa%3DD%26amp;ust%3D1528458676303000&sa=D&ust=1528458676562000&usg=AFQjCNGm6TYdglOnxeEjxTwUTdVH36DRqg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://fusiontables.google.com%26amp;sa%3DD%26amp;ust%3D1528458676305000&sa=D&ust=1528458676563000&usg=AFQjCNHSnBS8la1M39q9zIvlfoFpXtxgBA
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://maptia.com%26amp;sa%3DD%26amp;ust%3D1528458676307000&sa=D&ust=1528458676563000&usg=AFQjCNH-4L-cjrn6i_HMsIb3hAn_SVfHOw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://vis.occrp.org%26amp;sa%3DD%26amp;ust%3D1528458676309000&sa=D&ust=1528458676563000&usg=AFQjCNGfbVRM0F2v9RpxHdCyJVO1lrzFMw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://app.rawgraphs.io/%26amp;sa%3DD%26amp;ust%3D1528458676311000&sa=D&ust=1528458676564000&usg=AFQjCNEUe6m_y2GTKOaLU2vludUXF8U0Cw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.opensemanticsearch.org/doc/desktop_search%26amp;sa%3DD%26amp;ust%3D1528458676313000&sa=D&ust=1528458676564000&usg=AFQjCNGB7P_LmIJ0So7D_nvoXmqdCUgqHQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.trustservista.com%26amp;sa%3DD%26amp;ust%3D1528458676315000&sa=D&ust=1528458676565000&usg=AFQjCNG9Wjf7ywonkIXCq_sIoLrsVjK-CQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://twofactorauth.org/%26amp;sa%3DD%26amp;ust%3D1528458676318000&sa=D&ust=1528458676565000&usg=AFQjCNGf58r_GN8uAlmH2uwfERY1yiXF8A
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://securityinabox.org/en/%26amp;sa%3DD%26amp;ust%3D1528458676318000&sa=D&ust=1528458676566000&usg=AFQjCNFYqAsn0GQnz4ejzFI-UX37Sq0Ssw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://techsolidarity.org/%26amp;sa%3DD%26amp;ust%3D1528458676319000&sa=D&ust=1528458676566000&usg=AFQjCNHfTK-H8vuaknEtFxsraB1-17fQKw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://techsolidarity.org/resources/basic_security.htm%26amp;sa%3DD%26amp;ust%3D1528458676319000&sa=D&ust=1528458676566000&usg=AFQjCNGzNaRFYFtXgtdK1Uk2kS6326-Vxw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://duckduckgo.com%26amp;sa%3DD%26amp;ust%3D1528458676319000&sa=D&ust=1528458676566000&usg=AFQjCNEmotzPX_dTTzOJaZGa6bekjN5j3A
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.startpage.com/%26amp;sa%3DD%26amp;ust%3D1528458676320000&sa=D&ust=1528458676566000&usg=AFQjCNFHUae4ZGd62ERXqHGT89-49Ye-qQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.qwant.com%26amp;sa%3DD%26amp;ust%3D1528458676320000&sa=D&ust=1528458676566000&usg=AFQjCNEy40Bwz7saIxS9Z03Lq8R-0Bkcxg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676326000&sa=D&ust=1528458676567000&usg=AFQjCNFPQIqDOpx7XRzlLKmqsnC56hhuGw
https://drive.google.com/?usp=docs_web


Maps lib.utexas.edu/maps/syria.html 

Opposition media See this excellent list
compiled by Noor Nahas
of multimedia sources
from Syrian opposition
groups,

reddit.com

Provinces of the so-
called Islamic State,

umap.openstreetmap.fr

Company Registries

● French SIRENE, provided by Investigative Dashboard, a queryable version of the french RCS
(Business registry), with OpenRefine reconciliation tool. https://data.occrp.org/entities?
filter:dataset=fr_sirene

● Business registries in Europe, on the European e-
Justice portal, links to the national business registry of each EU member. https://e-
justice.europa.eu/content_business_registers_in_member_states-106-en.do

● Portugal, https://publicacoes.mj.pt/DetalhePublicacao.aspx

https://challenge.burnerapp.com/

 

Expert/Source Tools
Name Description Pros Cons Link Guides

Expertise
Finder

Search engine for
journalists to find
experts (currently
only academics in
USA and Canada),
contact information
on page, no login,
30k experts listed

http://expertisefinder.com/

Expert Guide Academics open to
media in Australia:

Australia only. http://www.expertguide.com.au/

Help a Reporter
Out

Post a query and
experts reply,
mainly USA and
Canada, quality of
replies is hit or
miss 

https://www.helpareporter.com/

She Source Female experts,
mainly USA. 

http://www.womensmediacenter.com/shesource/

Speakezee Academics and
those with PhDs,
mainly UK:

https://www.speakezee.org

Bellingcat's Digital Toolkit

https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://www.lib.utexas.edu/maps/syria.html%26amp;sa%3DD%26amp;ust%3D1528458676330000&sa=D&ust=1528458676568000&usg=AFQjCNGE1Uv17dS9f6hZNeBEywLfBYKzZw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://www.reddit.com/r/syriancivilwar/comments/4km13m/free_syrian_media_opposition_activists_and/%26amp;sa%3DD%26amp;ust%3D1528458676331000&sa=D&ust=1528458676568000&usg=AFQjCNGDfUobttxInflp0LVLAS25foJvxQ
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676333000&sa=D&ust=1528458676568000&usg=AFQjCNHcJbxQvBIg5qA91MXlK-Hnlwdgwg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676335000&sa=D&ust=1528458676569000&usg=AFQjCNGW1j5rbUJsaTSRHvx7EuGCIt2jyw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://data.occrp.org/%26amp;sa%3DD%26amp;ust%3D1528458676335000&sa=D&ust=1528458676569000&usg=AFQjCNHlAFtOpbcBFJmhnYsRFQZKIUIc3w
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676335000&sa=D&ust=1528458676569000&usg=AFQjCNGW1j5rbUJsaTSRHvx7EuGCIt2jyw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676335000&sa=D&ust=1528458676569000&usg=AFQjCNGW1j5rbUJsaTSRHvx7EuGCIt2jyw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676336000&sa=D&ust=1528458676569000&usg=AFQjCNGw1mHZ20rBl6AIn0iRmf1MeAmbdw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676336000&sa=D&ust=1528458676569000&usg=AFQjCNGw1mHZ20rBl6AIn0iRmf1MeAmbdw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttps://data.occrp.org/entities?filter:dataset%253Dfr_sirene%26amp;sa%3DD%26amp;ust%3D1528458676336000&sa=D&ust=1528458676570000&usg=AFQjCNHp2bvbEhFl_pLkHJMTXZ9n_y5Gmw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676337000&sa=D&ust=1528458676570000&usg=AFQjCNFiltCf5tc5XaHea7cKN_3VQW8sYg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676337000&sa=D&ust=1528458676570000&usg=AFQjCNFiltCf5tc5XaHea7cKN_3VQW8sYg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676338000&sa=D&ust=1528458676570000&usg=AFQjCNGQyry33D5zTJg2vnb2gg41QHbYHg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676338000&sa=D&ust=1528458676570000&usg=AFQjCNGQyry33D5zTJg2vnb2gg41QHbYHg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676338000&sa=D&ust=1528458676570000&usg=AFQjCNGQyry33D5zTJg2vnb2gg41QHbYHg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676339000&sa=D&ust=1528458676570000&usg=AFQjCNGNj6EETmyExqzqf398i6fJPPyeXg
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676339000&sa=D&ust=1528458676571000&usg=AFQjCNGstrSMOrcH2xB5lnc4Lg7fmbNqFw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676339000&sa=D&ust=1528458676571000&usg=AFQjCNGstrSMOrcH2xB5lnc4Lg7fmbNqFw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676340000&sa=D&ust=1528458676571000&usg=AFQjCNHs8HBn3fg2Kc69ff_OIqRuNaWZmw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676340000&sa=D&ust=1528458676571000&usg=AFQjCNHs8HBn3fg2Kc69ff_OIqRuNaWZmw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676340000&sa=D&ust=1528458676571000&usg=AFQjCNHs8HBn3fg2Kc69ff_OIqRuNaWZmw
https://www.google.com/url?q=https://www.google.com/url?q%3Dhttp://umap.openstreetmap.fr/en/map/islamic-state-claimed-provinces-map_29647%25236/32.880/45.242%26amp;sa%3DD%26amp;ust%3D1528458676340000&sa=D&ust=1528458676571000&usg=AFQjCNHs8HBn3fg2Kc69ff_OIqRuNaWZmw
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- https://www.numberway.com/ -  a list of urls to local White Pages and Yellow Pages, with description in English. Useful in
finding people and companies (I've already placed it in the google doc)

- https://socialbearing.com/ - lots of Twitter statistics (mostely useful or comparative materials/reports).

Paint.net

Namechk.com

Very good for identifying online accounts with a username. Simply plug the username in and this tool will identify where there
are users using that name.

[a]is anyone able to tell me how confidently we can use this? not able to find a lot of info from the
developers. would appreciate a chat with someone familiar with it
[b]maybe borrow from this table for this section which covers a lot of this same ground
https://docs.google.com/spreadsheets/d/18U1qcaPaqIF8ERVLI-g5Or3gUbv0qP_-JUtc0pbEs0E/edit#gid=0
[c]I think someone needs to dedup some of these entries
[d]Good one, will anyway clean up this specific list. Thanks!
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