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are taking an emerging as arisk going beyond the cybersecurity
enterprise approach management baseline standards talent gap remains
to cybersecurity influencer

) N 7 By 2020, 100% of large
What assurance should boards (comparies aretaking omparies v e (NSRRI 1 o i ( o it makeitastr | enterprises will be asked to
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Increased use of Al Secure email SUSIESCRWEESEI  Supply chain attacks Zero Trust is

by security vendors environments is over cloud security are increasing in maturing as the
and corporations in now a priority are growing sophistication alternative to VPNs

predicting attacks

Source: Security Watch, December2018 ESRLOGICALIS



https://www.securityinfowatch.com/cybersecurity/article/21037548/cybersecurity-experts-ponder-looming-2019-threats

Regulatory pressures on cyber-related disclosur

“Issuers should evaluate to what extent they should consider cyber-related
threats when devising and maintaining their internal accounting control
systems,” the SEC said in Report of Investigation Pursuant to Section 21(a) of
the Securities Exchange Act of 1934 Regarding Certain Cyber-Related Frauds
Perpetrated Against Public Companies and Related Internal Accounting
Controls Requirements.” Given the prevalence and continued expansion of
these attacks, issuers should be mindful of the risks that cyber-related frauds
pose and consider, as appropriate, whether their internal accounting control
systems are sufficient to provide reasonable assurances in safeguarding their
assets from these risks.”

Source: SEC February 2018, Release No. 33-10459, Commission Statement on Guidance and Public Company Cybersecurity Disclosures
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Cyber security features as a high
risk in the World Economic Forum

2019 Global Risk Report

\World Economic Forum high risk

Global risks
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https://www.marsh.com/au/insights/research/global-risks-report-2019.html?utm_source=linkedin&amp;utm_medium=socialmedia&amp;utm_campaign=global-risks-report-2019
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Cyber Crime is “financially attractive” to threat actors

Cyber criminal businesses can be operated for as little as $34 month with a profit of

$25,000 per month. Advanced cyber criminals may routinely require nearly $3,800 per
month with a profit of $1 million per month.

Disruptive economic crimes in next 24 months

[Boards need to use these lines of defence

Cyber threats and cyber risks - —
remain uncharted territory for

Source: Deloite, December 2018

many enterprises

Cyber criminals use pay per use “phishing kits”

Average cost $300
LOGICALIS per kit (est.)

Compattion 1 e

Source: PwC, Global Economic Crime and Fraud Survey, 6th South African edition
February 2018
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Cyber crime is global, lucrative & t

Large scale

Multi products and vendors
E-Commerce marketplaces
Training and technical support
Collaboration forums
Advertisements

The Globa
Cybercrime
Industry

Economic, Institutional
and Strategic Perspectives

Q Springer
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Observations on cyber attacks
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Observations on cyber attack

Advances in Command Malware authors RN CRNC el  Cyber criminals are Fileless attack
and Control (C2) increasingly targeting landscape is steadily moving from techniques arethe
communication IoT devices increasing ransomware to new norm

cryptojacking

S— )
- YN

APTs, malware New financial malware [JRVCINNEIEEIEEES] SQL injection Legacy web
campaigns and IGLEEECREES I (drive-by) exploit-kits [EESUIDNCCRGIECREGENN application exploits are
potential usage of capability is continuing attacks types still among the top 20+
| watering-hole attacks
-

Ve

Phishing attacks Rapid increase in DDoS and geo-politics Multi-vector DDoS Encrypted DDoS
became more phishing sites using landscape attacks attacks
targeted HTTPS
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Datais exposed or Costs of Insider threat DIQ"I:I lhefhl has ‘
compromised every cybersecurity breach perception changed overtaken physical
day are high with GDPR theft with respect to
corporate fraud
-

Adoption of cloud
storage

e

Human error is the RLCITRSEUENEE The prevalence of
most crucial factor for ESTUERERGIEIISTILISY anonymous

data disclosure data cryptocurrencies

e
Ransomware ‘DIY’is
now readily available

~

Cryptocurrencies’
market price and
cryptojacking
detections correlation
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ber response
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he dreaded headline news!!

Business comes to a halt as all workstations are encrypted with the Ryuk
ransomware which infects online back ups.

Leaked M& A information because of a poor control on a back up firewallsparks
affected employee’s outrage.

Undetected for two years, Command and Control servers are used for large
scale botnet on the supplier portal.

Password Manager used by your Administrators is compromised which led to
sensitive Board Members personal information being sold on the Darkweb.
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Cyber response
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Oversight of the Board
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Reassess internal
controls for protection

against cyber threats
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Monitor cyber threats using defined Monitor and tune security controls based

use-cases and risk-based threat Detect and prevent malicious activit on tactics, techniques and procedures
P y (TTPs) derived from cyber threat

intelligence of the underground cyber
economy (e.g. Darkweb) intelligence of threat actors
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Investment in cyber resilience is business-critical
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Business and rechnology working a5 cnc

CISOs and CROs must
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