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Digital Forensic Strategy

Digital forensic strategy

How to use tools to
enhance the quality of
forensic investigations
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The Forensic Journey

Changing to a more pro-
active approach
The initial stages QFraud risk management

O Audit firms started additional Q Managing the risk of econornic
procedures as part of audits crime (ABC, AML, CFT

QIn the 90' insolvencies and Competition and Fraud)
liquidations QFragmented =

The start of forensic
technology (re-active)
Q Forensic Technology

Q Data analytics

h

strategy

Qculture

Q Automation

QMore integrated approach
increasing the use of digital
solutions

Managing economic crime

Q Managing economic crime
and compliance holistically

Q One framework

QIn-house forensic teams
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Important Elements for a Digital Forensic Strategy

How do We Utilise Technology as Part of Our Framework

+ Policies- up > include new tech solutions
FRAUD RISK MANAGEMENT CONTROLS
N

DETECTION RESPONSE

Important Elements for a Digital Forensic Strategy

* Implement a framework underpinned by the use of technology

* People and culture

* Process and enforcement

* Real commitment

« It is a marathon and not a sprint (get real buy-in)




The Forensic Journey

Next generation forensic

Q Economic crime management centers

0 Dedicated agile forensic team to
analyse, assess, discuss and
investigate economic crime risk within
the organisation on real-time basis

Q Early warning risk indicators
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How to use tools to enhance the quality of investigations

Pain Points Using Technology

* The keyword hammer in our toolbox

« Forcing us to focus on quantity rather than quality

* We don’t think like investigators

« Limited use of other sources (corporate intelligence)

* We looking for one e-mail rather than building the story

* Look for data across multiple systems
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